NHOPOPMAILIMOHHASA ITAMSATKA
JJIAA OBYUYAIOIIIUXCA

C KaxabIM TroA0M MOJIOAEKM B HHTEPHETE CTAHOBHUTHLCH O00JIbIE, a
HIKOJbHUKHM OJHU U3 CaMbIX AKTHUBHBIX MoJib3oBaresieil Pynera. Mexny
TeM, IOMUMO OTPOMHOI0 KOJMYECTBA BO3MOKHOCTE, HHTEPHET HeCeT M
NpoodJieMbl. ITa MAMATKA I0JI)KHA MIOMOYb TeOe 0e30IACHO HAXOAUTHCS B
CEeTH.

KomnbrorepHbie BUPYChI

KoMIIbIOTEPHBINA BUPYC - 3TO PA3HOBUIAHOCTh KOMITBIOTEPHBIX MPOTPaAMM,
OTJIMYUTEIILHOU  OCOOEHHOCTBIO  KOTOPOW  SBJSIETCS  CIOCOOHOCTh K
Pa3MHOXXEHHIO. B J0moIHEHHWE K 3TOMY, BHPYChl MOTYT MHOBPEIHWTH WU
NOJTHOCTBIO  YHUYTOXWUTh BcE€ (aillibl M  JaHHBIE, I[OJKOHTPOJIbHBIE
MOJIb30BATEN0, OT UMEHH KOTOPOTro Obljla 3amyllieHa 3apakeHHasl mporpaMmma,
a TaKK€ MOBPEIUTh WM JAXKE€ YHUUTOKUTH ONEPALUOHHYIO CUCTEMY CO BCEMH
daitiamu B 11es10M. B O0IBIIMHCTBE CIy4aeB pacpOCTPAHSIIOTCS BUPYCHI YEPE3
UHTEPHET.

MeToap! 3aMUTEl OT BpEAOHOCHBIX MPOTPAMM:

1. Hcnons3yih COBpPEMEHHBIE OIEPAMOHHBIE CHUCTEMBI, HWMEIOUINEC
CEPBE3HBIN YPOBEHB 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM;

2. IlocTrosHHO ycTaHaBiauBail mauTh (IMQpPOBBIE 3armIaTKH, KOTOPHIE
ABTOMATUYECKH YCTAHABIUBAIOTCA C LIEJIbIO IOPA0OTKH MPOrpaMMBbl) U APYTHE
OOHOBIICHHS CBOEH omeparuoHHOM cucTeMbl. CKauyuBal HMX TOJBKO C
opunpanbHoro camta paspadborunika OC. Eciam CylmecTByeT pekum
aBTOMAaTUYECKOTO OOHOBJICHUS, BKJIFOUYH €T0;

3. PaboTaii Ha CBOEM KOMIIBIOTEpE MO IpaBaMU IMOJIb30BATENsA, a HE
aAMUHHUCTpATOpa. DTO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMm
WHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonp3yll aHTUBUPYCHBIE NPOTPAMMHBIE TMPOJIYKTHl HW3BECTHBIX
MPOU3BOAUTENICH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

5. Orpannyb (HU3UUECKUIN AOCTYN K KOMIIBIOTEPY JJIs1 MIOCTOPOHHMX JIUII;

6. Mcnonb3yil BHEIIHUE HOCUTEIU MHPOpMAIINK, TAKUE KaK (pIielika, JUCK
i (aill 3 UHTEPHETA, TOJIBKO U3 NPOBEPEHHBIX NCTOUYHHUKOB;

7. He oTkpbIBail KoMmIblOTepHbIC (hailyibl, MOJYUYCHHBIE W3 HEHAJEKHBIX
UCTOYHUKOB. [laxke Te (Qaiibl, KOTOpbIE NpHUCIal TBOW 3HAKOMBbIW. Jlydiie
YTOYHH y HETr0, OTIPABJISI JIU OH TEOE UX.



Cern WI-FI

Wi-Fi - 3170 He Bua nepeaun JTaHHBIX, He TEXHOJIOTHS, @ BCET0 JIUIITL OpeH I,
Mmapka. Eme B 1991 roay HuaepiaaHacKas KOMIAHMS 3aperucTprupoBaia OpeH
"WECA", uto o6o3nauano cioBocoueranue "Wireless Fidelity", xoTopsiii
MEepeBOJUTCS KakK "'OeCIpoBOHAs TOYHOCTD'".

Jlo Hamiero BpeMeHHU Joluia Japyras ad0peBwaTypa, KOTOpas SBISETCS
TakoM ke TexHoioruei. Ito adbOpeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO
JAaHO C HAMEKOM Ha CTaHJapT BbICIICH 3ByKoBoW TexHuku Hi-Fi, uto B
IIEPEBOJIE O3HAYAET '"'BHICOKASI TOYHOCTBH'.

Jla, OecriaTHBIM UHTEPHET-OCTYI B Kade, OTEIIX U adpornopTax sBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIX0/JIa B MHTEpHET. HO MHOIHE AKCIIEPThI CUUTAIOT,
yTo oOmenoctynabie Wi-Fi ceTu He SBIsIOTCS 0€3011aCHBIMU.

CoBeTbl 110 6€30MacCHOCTH padOThI B 0011I€I0CTYTHBIX ceTsix Wi-fi:

1. He nepenapaii cBOO IUUHYI0 HHGOPMAIIUIO Yepe3 00I1e0CTynHbIe Wi-
Fi cetu. PaGoTas B HUX, JKeJIaTeIbHO HE BBOJAWTH MAPOJH JOCTYIA, JIOTUHBI U
KaKHe-TO HOMEPA;

2. Ucnonb3yii 1 0OHOBJISIM aHTUBUPYCHBIE ITPOrpaMMbI U OpanaMayep. Tem
CaMbIM Thl 00€30TaCHIIIb CE0S1 OT 3aKaYKH BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3zoBanuu Wi-Fi oTkmoun ¢ynkiuio "OOmuid 10CTyn K
daitnaMm u npuHTepam". JlaHHas QyHKIMS 3aKpbITa MO YMOJIYaHHUIO, OJIHAKO
HEKOTOpbIC T0JB30BATENIM AKTUBUPYIOT €€ i1 yA00CTBAa HCMOJIb30BaHUS B
pabote win yueoe;

4. He wucnonp3yit nyonumunbii WI-FI ans mepemaum JWYHBIX JaHHBIX,
HanmpuMep JJIsl BBIX0JIa B COLUATBHBIE CETU WJIM B DJIEKTPOHHYIO MOYTY;

5. Ucnionp3yii ToabKO 3amuiieHHoe coequHenue uepe3 HTTPS, ane HTTP,
T.€. Ipu Habope BebO-azpeca BBoAU UMeHHO "https://";

6. B MmoounsHOM Tenedone otkntoun ¢pynkuuio "Tlonkmouenune k. Wi-Fi
apTomatnyecku'. He gomyckaid aBTOMAaTHYECKOrO MOAKIIIOYECHUS YCTPOWCTBA
K ceTsiMm Wi-F1 6e3 TBoero coracusi.

ConuajabHble ceTH

ColmanbHble CETH AaKTUBHO BXOJAT B HAIly >XU3Hb, MHOTHE JIOJU
paboTaloT M XKUBYT TaM mocTosiHHO, a B Facebook yxe 3aperucrpupoBan
MUWJIJIAAP]T YEJIOBEK, UYTO SIBIISIETCS OJHOM CE€IbMOM BCEX >KWUTEJICH IIAHETHI.
MHorue noibp30BaTeNd HE MOHUMAIOT, YTO HH(OpMAITUs, pa3MeIleHHas UMU B
COIMAIBHBIX CETSAX, MOKET ObITh HaliJleHa 1 MCIIOJb30BaHa KEM YIOJHO, B TOM
qucje He 00s3aTeNIbHO ¢ OJIaruMU HaMEPEHUSIMU.

OcHOBHBIE COBETHI 110 0€30MMaCHOCTH B COITHAJIBHBIX CETIX:

1. Orpannup cOUCOK apy3ei. Y TeOs B APY3bIX HE JOJDKHO OBITh
CJIyYalHbIX U HE3HAKOMBIX JIFOJIEH;



2. 3amuinail CBOI YacTHYHO kKM3Hb. He ykaswiBail maposu, TenedoHbI,
ajpeca, JaTy TBOETO POXICHUS W JAPYIyl0 JUYHYIO HHOOPMAITHIO.
3JI0yMBIIIJICHHUKY MOTYT MCIOJIb30BaTh JakKe MH(OPMAIMIO O TOM, KaK Thl U
TBOM POJAUTEIIN MIAHUPYETE NMMPOBECTH KAHUKYIIBI;

3. 3amuiiai CBOI PEMyTaIUI0 - JEPKU €€ B YHCTOTE M 3ajaBail ceoe
BOIIPOC: XOTedX OBl ThI, YTOOBI JPyTrH€ TMOJIb30BATEIM BHUJIECIH, YTO ThbI
3arpykaemb? Ilogymai, mpexiae 4demM 4YTo-TO OIyOJHMKOBaTh, HAIUCaTh M
3arpy3UTh;

4. Ecny ThI TOBOPUIIB C JIFOJIBMU, KOTOPBIX HE 3HACIIb, HE UCIIOJBb3YH CBOE
peajbHOE UMS M JAPYTyI0 JIMYHYH HWH(POpPMALMHU: UM, MECTO >KUTEIhCTBA,
MECTO y4e€Obl U ITPOYEE;

5. N306erait pasmemnienus pororpacduii B MIuTepHeTe, riae Thl H300pakeH Ha
MECTHOCTH, TI0 KOTOPOU MOYXHO ONPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpaiiu B COIMAILHOM CETH HEOOXOJMMO HCIOJIb30BaTh
CJIO’KHBIE MapOJIU, COCTOAIIME U3 OYKB U HUGP U C KOJIMYECTBOM 3HAKOB HE
MeHee 8;

7. Jlnsg couManbHOM CETH, MOYTHl M JPYTHX CaWTOB HEOOXOAUMO
UCIIONb30BaTh pa3Hble Tmaponu. Torma ecau  TeOS  B3JIOMAKOT, TO
3JIOYMBIIIJIEHHUKH MTOJIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEeKTPOHHBbIE IEHbI'U

DNEeKTPOHHBIE JEHBIH - 3TO OYEHb YJOOHBIN CIIOCOO IJIaTeXKeM, OJIHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTST MOJTYUYUTh 3TU JICHBIU.

DJIEKTPOHHBIC JEHbIU MOSBUINCH COBCEM HEIAaBHO U UMEHHO M3-3a 3TOTO
BO MHOTHX FOCYAapCTBaX JI0 CUX MOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHU (QYHKIIMOHUPYIOT U O HUX YK€ MPOIUCAHO B 3aKOHE, I]IE
UX PA3JEIAIOT Ha HECKOJIbKO BUJOB - aHOHUMHBIE U HE aHOHUMHBIE. Pa3Huiia
B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3perniaeTcsi MpOBOAUTE ONIEpalluU
0e3 wuaeHTU(UKAIUU TI0JIb30BATENI, @ B HEAHOHHWMHBIX WJICHTU(DUKAIUS
MOJIb30BATENA SIBIIACTCSL 0053aTEIbHOM.

Taxxe crnemyer pa3nauyaTh DBJIEKTPOHHbIC (QUATHBIE [JEHbI'U (PaBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) U 3JEKTPOHHbIE He(UATHBIEC IEHBIU (HE PaBHBI
rOCYyJapCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 10 0€30MaCHON pabOTE C JIIEKTPOHHBIMU JAE€HbIaMMU:

1. TlpuBsku K cueTy MOOWJIBbHBIM TenedoH. DTO caMblii yJIO0OHBIN U
OBICTPBIN CHIOCOO BOCCTAHOBUTH JNOCTYN K cuety. IlpuBsizanHbIil TenedoH
MOMOXET, €CJIM 3a0yAeIIb CBOM IUIATSKHBINA MapoJib WM 3alJICllb HAa CalT C
HE3HAKOMOT'O YCTPOWCTBA;



2. Hcnonp3yi omHopaszoBbie mapoinu. [locne mepexona Ha yCUIICHHYIO
aBTOPHU3AINIO TeOE yKe HEe OYyJIeT YIrpoKaTh ONMACHOCTh KPaXKu WM TlepexBara
IJIATEKHOTO TIapOJIs;

3. BoiOepu ciioxHbiit mapodib. [IpecTynHukam OyJieT HE MPOCTO yrajaathb
CJIOXHBIN T1apoJib. HanexxHele maponu - 3T0 mapoju, KOTOPbIE COAEPKAT HE
MEHee 8 3HAKOB M BKJIFOYAIOT B C€0S1 CTPOUHbBIC U MPOIMUCHBIE OYKBBI, HIUPPHI U
HECKOJIbKO CUMBOJIOB, TAKHE KaK 3HAK J0JI1apa, (yHTa, BOCKJIMIATEIbHBIN 3HAK
u 1.11. Hampumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIC IAHHBIC HA CAWTaX, KOTOPBIM HE JIOBEPSCIIb.

JJIEKTPOHHAS MOYTA

DJIEKTPOHHAS TI0YTA - 3TO TEXHOJIOTUS U MPEAOCTABISIEMBIE €0 YCIYTH I10
NEpPEChUIKE W TMOJYYEHHUIO  DJIEKTPOHHBIX  COOOIIEHWU,  KOTOpPBIE
pacupeenatoTcss B KOMIIbIOTEpHON ceTh. OOBIYHO AJISKTPOHHBIM IMOYTOBBIN
AIIAK BBIMJISIAUT CIACAYIOUMM 00pa3oM: MMs_ IOJb30BaTeIs(@WUMS JOMEHA.
Taxxe KpoMme mepegadu npoCcToro TeKCTa, UMEETCS BO3MOXKHOCTD MEPEIaBaATh
(bailbl.

OCHOBHBIE COBETHI 110 OE30MACHOM PadOTe € JICKTPOHHOM MOYTOM:

1. Hago BbIOpaTh NpaBWIBHBINA MOYTOBBIA cepBUC. B HHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIIIATHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JIYUIE JOBEPAThH
TE€M, KOT'O 3Ha€Illb U KTO NIEPBbIA B PEUTHUHTE;

2. He yka3bIBaii B TUYHOM MTOYTE TMUHYIO nHpopMaIuto. Hanpumep, myudiie
BBIOpaTh "My3bIKaNIbHBIN (aHaT@" uiu "pok2013" BMecTo "temal3";

3. Mcnonb3y ABYXATANHYH) ABTOPU3ALMIO. DTO KOrJa IMOMHUMO IapoJist
HYHO BBOJIUTH KOJ, TPUCHUTAEMBIA IO SMSS;

4. BpiOepu CIOXKHBIM mapoib. JJIsi KakKAOro MOYTOBOTO SIIUKA JIOKEH
OBITH CBOM HA/ICKHBIN, YyCTOWYUBBIN K B3JIOMY MapOJIb;

5. Ecim ecth BO3MOXXHOCTH HamucaThb CaMOMYy CBOM JIMYHBIM BOIIPOC,
UCTIOJIb3YH 3Ty BO3MOXHOCTb;

6. Mcrmonb3ylh HECKOJBKO ITOYTOBBIX AIMIMKOB. IlepBbIA It 4acTHOM
MEPENUCKU C aIpecaTamMu, KOTOPBIM Thl JOBEPACIIb. DTO NEKTPOHHBINA aJIPEC
HE HaJI0 UCTOJIb30BaTh MPU PETUCTPAIIUU HA opyMax U caiTax;

7. He oTkpsiBait (paityibl U IpyTHe BIOKEHUS B MUCHbMaX, AK€ €CIU OHU
OPUILIK OT TBOUX Apy3ei. JIydille yTouHU y HUX, OTIPABIISUIA JIU OHU T€OE ITU
(bailbl;

8. Ilocne okoH4aHUsI pabOThI Ha MOYTOBOM CEPBUCE MEPE]l 3aKPBITUEM
BKJIAJKM C CAaiTOM He 3a0y]1b HaxaTh Ha "BeiATH".



KnoepOy/uIMHT UM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOymmuar - mpecienoBaHWe  COOOIICHHSMH,  COJIEpKAIIMMU
OCKOpOJIEHUs,  arpecCHio, 3alyTrMBaHUE;  XYJUTaHCTBO;  COIMAJIBHOE
OOMKOTUPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OCHOBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITMHIOM:

1. He Opocaiics B Ooi. Jlyumuii cnoco0: MocOBETOBATHCS KaK ceOsl BECTU
U, €CJIM HET TOT0, K KOMY MOKHO OOpaTUThHCS, TO BHAYaJIE YCIOKOUTHCS. Eciu
Thl HAYHEIIb OTBEYATh OCKOPOJICHUSAMH Ha OCKOPOJICHHS, TO TOJIBKO €IIIe
OO0JIbIIIE PA30AKKEITb KOH(DIIUKT;

2. Ynpasisiii cBoel KubeppenyTaiuei;

3. AHOHUMHOCTH B ceTd MHUMasi. CylIeCTBYIOT CIIOCOOBI BBIICHUTbH, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTtouT BeCcTH XyJWUTaHCKH 0Opa3 BUPTyajdbHOW >ku3HH. VIHTEpHET
(buKcUpyeT BCE TBOU JCHCTBUS U COXpAHSET UX. YJaIUTh UX OyJIeT KpaiHe
3aTPYIHUTEIBHO;

5. CobOmroaaii CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. WrHopupyil enuHuuHbli HeratuB. (OJHOpa30BbIE OCKOPOUTEIIbHBIC
COOOIIIeHUsI Jiy4ylie UrHopupoBaTh. (OOBIYHO arpeccusi MpeKpalaeTcs Ha
HayaJabHOMN CTAJIMU;

7. ban arpeccopa. B nporpammMax oOMeHa MTHOBEHHBIMHU COOOIIIECHUSIMU, B
COITMAJIBHBIX CETSIX €CTh BO3MOXKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUM C
OMPEAEIEHHBIX aJIPECOB;

8. Eciu Thl cBuuerens kubOepOysuimHra. TBoOW JEUCTBUS: BBICTYIUTH
OpPOTUB TMPECIECAOBATENA, IMOKa3aTh €My, YTO €ro JEUCTBUS OLECHHBAIOTCS
HEraTUBHO, MOJIJIEPKATh )KEPTBY, KOTOPOH HY>KHA MCUXOJOTUYECKAS TOMOIIIb,
COOOIIUTH B3pOCIIBIM O (DaKTE arpeCCUBHOTO MOBEJICHHUS B CETH.

MooOuabHbI TeaedoH

CoBpemeHHble cMapThOHBI U TUIAHIIETHI COJEpKaT B ceOE BIIOJIHE
B3pOCIbI  (PYHKIIMOHAJ, H TENepb OHM MOTYT KOHKYpHUpPOBaTh CO
CTallMOHAPHBIMU KoMmIbloTepamMu. OJHAKO, CPEACTB 3alUThI JJIsI TOJAO00HBIX
YCTPOUCTB TMOKa OYCHb MaJlo. TecTUpOBaHWE W TIOWCK YSI3BUMOCTEH B HUX
MIPOUCXOJIUT HE Tak MHTEeHCHBHO, Kak s IIK, To ke camoe kacaeTcs u
MOOWIIBHBIX MPUTOKCHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPaKTUYECKU JOTHAIU
HaCTOJIbHBIC aHAJIOTH, OJHAKO pacIIupeHue (yHKIMOHAja BJe4eT 3a COOOM
OOJIBIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIUIIEHHOCTD.

Jlanexo He BCe MPOM3BOAUTEIN BBIMYCKAIOT OOHOBJICHUS, 3aKPBHIBAIOIIHE
KPUTHUYECKHUE YSA3BUMOCTH JIJISI CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI [ 0€30MaCHOCTH MOOMIILHOTO TenedoHa:



Huuero He siBiisieTcsl mMo-HaCTOsIIEMY OeCIUIaTHRIM. byib OCTOpOXKEH, BE/lb
Korja TeOe mpejyiararoT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKUE-TO TIATHBIE YCIYTH;

Hywmait, npexie yeM otnpaBuTh SMS, ¢poTo unu Buaeo. Trl TOUHO 3HACIIID,
r7i€ OHU OyAyT B KOHEYHOM UTOrE?

Heo6xo11uMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Ncnonb3yih aHTUBUPYCHBIE TPOTPAMMBI 111 MOOUJIBHBIX TEJIEPOHOB;

He 3arpysxail npuioxeHus OT HEM3BECTHOTO MCTOYHHMKA, BEAb OHU MOTYT
COJZIEPKAaTh BPEIOHOCHOE MTPOTPAMMHOE 00€CIIEUECHUE;

[Tocre Toro Kak Thl BBIMICIIB C CaliTa, 1€ BBOJIWI JUYHYIO0 HHPOPMALHIO,
3aiiI1 B HACTPOMKM Opay3epa U yaanu cookies;

ITeproanuecku mpoBepsil, KaKue MIaTHBIC YCIIYTH AKTUBUPOBAHBI HA TBOEM
HOMEpE;

JlaBaii cBOii HOMEp MOOWJBHOrO TenedOHa TOJIBKO JIIOASM, KOTOPBIX Thl
3HACIIb U KOMY JIOBEpSIENIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTJAa Thl UM HE MOJIb3yelibes. He
3a0bIBail HOTIa IPOBEPSATH ITO.

Online urpsi

CoBpeMEHHbIE OHJIAMH-UTPBI - 3TO KPACOYHBIC, 3aXBaThIBAIOIIUE
pa3BieUCHUS, O0BEIUHSIONINE COTHU THICSY YEJIOBEK 10 Bcemy Mupy. Mrpoku
UCCIIEIYIOT JAHHBIM UM MUD, OOIIAIOTCS APYT C APYTOM, BBITIOJHSIIOT 3aJaHusl,
CpakaroTCsl C MOHCTPaMM U TOJy4aroT OMNBIT. 32 yAOBOJILCTBUE OHU ILIATAT:
MOKYMAIOT AUCK, OIJIAYMBAIOT AOOHEMEHT WJIM MPUOOPETAIOT KAaKUE-TO OMIIHUHU.

Bce st cpenctBa uayT Ha MOAACPKAHUE U Pa3BUTHUE UTPHI, a TAKXKE Ha
camy  0€30MacHOCTb:  COBEPIICHCTBYIOTCSI ~ CHCTEMBbI  aBTOpPH3AIINH,
BBIITYCKAIOTCA HOBbIe maTud (UU@QpOBBIE 3aruiaTKU Il OPOTpPaMm),
3aKpBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B 1mogoOHBIX UIpax CTOUT OMacaTbCs HE CTOJBKO CBOMX COINEPHUKOB,
CKOJIBKO KpaKi TBOETO IMapoJisi, HAa KOTOPOM OCHOBAaHA CHUCTEMa aBTOPH3AIlUU
OOJIBILIMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOI'0 AKKAYHTA:

1. Eciu apyroit urpok BeneT ce0s II0X0 WK CO37aeT TeOe HEMPUATHOCTH,
3a0JIOKUPYH €ro B CIMUCKE UTPOKOB;

2. lloxamylics agMUHUCTPATOpPAM HWIPHl HAa IUIOXOE IMOBEICHUE 3TOTO
UTPOKA, KEJIATEeIbHO MPUIOKUTh KaKHe-TO JO0Ka3aTebCTBA B BUJIE€ CKPUHOB,;

3. He yka3zbiBail tnunyto nHdopMaluo B podaiisie urpsl;

4. YBaxail Ipyrux y4aCTHHUKOB IO UTPE;

5. He ycranaBnuBail HeouIuaabHbIC MaTIYU U MOJIBI;

6. Mcrionb3yil CIOKHBIE ¥ pa3HbIE NapOJIH;



7. Haxxe BO BpeMsi UTpPbl HE CTOUT OTKJIOYaTh aHTUBUpYC. [loka ThI
UTPaCIllb, TBOW KOMIIBIOTEP MOTYT 3apa3UTh.

OUIIUHT UM KPAKa JUYHBIX JaHHBIX

OOBIYHOM KpaXKkeil IeHEeT U TOKYMEHTOB CErO/IHS )K€ HUKOTO HE YAUBUIIIb,
HO C Pa3BUTHUEM WHTEPHET-TEXHOJOTHM 3J0YMBIIUICHHUKNA NEPEMECTUIINCH B
UHTEPHET, U IPOJO0JDKAIOT 3aHUMAThCS " TI0OMMBIM'" AEIOM.

Tak mosiBMJIaCh HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (PUILIUHT,
IJIaBHAS 1€Jb KOTOPOTO COCTOUT B MOJYUYEHUH KOH(PUICHIIMATbHBIX HAHHBIX
M0JIb30BATEIIEH - JIOTMHOB U nlapoJieil. Ha anrnuiickom si3bike phishing yntaercs
kaKk umuHr (ot fishing - psiOHas n0Bs, password - maposb).

OCHOBHBIE COBETHI 110 0OPHOE ¢ PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. EciiM Thl MO03pEBACIIIb, YTO TBOSI aHKETA
OblJla B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUpPOBATH €€ U  COOOIIUTH
aJIMUHUCTpATOpaM pecypca 00 ’TOM KaK MOXKHO CKOpPEE;

2. Ucnonw3yit Oe3omacHble BeO-CaliThl, B TOM YHCJI€, MHTEPHET-Mara3uHoB
U TIOMCKOBBIX CHUCTEM;

3. Wcnonws3yil CloXKHBIE W pa3Hble Mapoiau. Takum oOpa3oMm, eciid TeOs
B3JIOMAIOT, TO 3JI0OYMBIIUICHHUKHU MOJy4aT JOCTYI TOJBKO K OJJHOMY TBOEMY
npo(dUII0 B CETH, @ HE KO BCEM;

4. Eciu Tebs B3JIOMaIM, TO HEOOXOAUMO MNPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOPBIE I00ABJICHBI Y T€OSI B APY3bsIX, O TOM, 4TO T€Os B3JIOMAaIU
U, BO3MOXXHO, OT TBOETO HMMEHHU OYyJET pacchUlaThCi ClaM W CChUIKM Ha
(UIIMHTOBBIE CAWTHI;

5. YcranoBu HagexHbii naposb (PIN) Ha MoOUbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE TapoJisi B Opaysepe;

7. He oTkpbiBaii (paiiiibl U Jpyrue BIOXKEHUS B MUCHhMAax, JaXe €CJIM OHU
MPUIILIN OT TBOUX Apy3ei. JIydilie yTouHH y HUX, OTIPABIISUIA JIU OHU T€O€ ITH
(bailiibl.

Mudposas penyrauus

[Hudposas penyTalus - 3TO HEraTUBHAs WJIM MO3UTHUBHAs MH(pOPMAaLUs B
cetu o Tebe. Komnpomerupyromas uadopmaliys, pa3MeIiecHHas B UHTEPHETE,
MOXKET CEphE3HBIM 00pa3oM OTpPa3UThCSI Ha TBOEH pEadbHOM IKU3HM.
"udpopass pemytamuss" - 3TO TBOM UMUK, KOTOpPBIK GopMuUpyeTcs u3
uH(opmaiuu o Te0€ B UHTEPHETE.

TBOoe MecTO JKUTENbhCTBA, Yy4eObl, TBOE (DMHAHCOBOE IIOJOXKEHUE,
OCOOCHHOCTH XapakTepa W paccKaszbl O OJIM3KUX - BCE ATO HAKAIJIMBAETCA B
CETH.



MHorue noapOCTKHU JETKOMBICICHHO OTHOCATCS K IMyOJUKAlMU JTUYHOU
uHdopManuu B MIHTepHeTe, He TOHUMAsi BO3MOXHBIX MOcheacTBUil. Thl gaxe
HE CMOXEIb J0TaAaThCsl 0 TOM, 4TO oTorpadus, pa3MelleHHas 5 JeT Ha3zal,
cTajia MPUYMHOU OTKa3a MPUHSATH T€0s Ha padoTy.

KomMmenTapuu, pazMenieHue TBoux ¢pororpaduii U 1pyrue AeiCTBUS MOTYT
HE MCYE3HYTh JAXK€ IIOCIIE TOTr0, KaK Thl UX YNAIWIIb. bl HE 3HACIHIb, KTO
COXpaHW1 3Ty HWH(Opmaluio, momajga JM OHA B IOMCKOBBIC CHUCTEMBI H
COXpaHUJIACh JIM OHA, a TJIABHOE: YTO MOJIYyMAIOT O TeOe OKpY KaIoIIKe JIIOAHU,
KOTOPBIE HAMAYT U YBUIAT 3T0. HaliTh MHpOpMALIHIO MHOTO JIET CITYCTSI CMOYKET
T000H - Kak U3 100pbIX MOOYKACHUM, TAK U C HAMEPEHUEM MTPUUYUHUTH BpE/I.
DTO MOXKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(POBOUN penyTaIlvn:

1. Tlomymaii, mpexxae 4yeM 4YTO-TO MyOJMKOBaTh W IepelaBaTh y ceOs B
OJ10Te MJIN B COIMAJIbHOM CETH,

2. B Hactpoiikax npoduisi yCTaHOBH OTPAaHUYEHHSI HA TIPOCMOTP TBOETO
npoduIs U €ro COAEPKUMOro, cjiesiail ero Toabko " apy3eit';

3. He pa3memniaii u He yka3biBail HH(POPMAIIMIO, KOTOpask MOXKET KOT0-Tn00
OCKOPOJISITh MJIM OOMKATh.

ABTOpPCKOE MPaBo

CoBpeMEHHbIE IIKOJBHUKA - AaKTUBHBIE II0Jb30BaTENIM IU(POBOTO
npocTpaHcTBa. OJHAKO AAlE€KO HE BCE 3HAIOT, YTO IOJIH30BAHHE MHOTUMH
BO3MOXKHOCTSIMU  1IUdpoBOoro mupa TpeOyeT CoOOJIIOJICHUS TpaB Ha
MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepMmuH "WHTEIIEKTyallbHAass COOCTBEHHOCTH" OTHOCHUTCS K Pa3IUYHBIM
TBOPEHHUSM YEJIOBEYECKOr0 yMa, HauWHAs C HOBBIX M300pETEHUN U 3HAKOB,
0003HayYarMX COOCTBEHHOCTh HA MPOAYKTHI WU YCIYTH, W 3aKaHUYMBas
KHUTaMHU, dboTorpadusimu, KUHOPUIBMaMHU U MY3bIKaJIbHBIMU
POU3BEICHUSIMH.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha UHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha
MPOU3BECHUS HAYKH, TUTEPATYPhI U UCKYCCTBA. ABTOPCKHUE ITPaBa BHICTYAIOT
B KaQ4ECTBE TapaHTHUU TOTO, YTO MHTEIUICKTYIbHBIN/TBOPUECKUM TPyl aBTOpa
He OyJIeT HampacHbIM, JaCT €My CIIpaBEIJIMBbIE BO3MOXHOCTH 3apaboTaTh Ha
pe3yJibTaTax CBOEro TPyJia, MOJYUYUTh M3BECTHOCTh W Tpu3HaHue. Hukto 0e3
pa3pelieHrss aBToOpa HE MOXET BOCHPOU3BOJAUTH €ro IMPOU3BEIICHUE,
pacnpoCTpaHsaTh, MyOJIUYHO JAEMOHCTPUPOBATH, MPOJABaTh, UMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MyOJINYHO UCTIOJIHSTH, TOKA3bIBATh/UCTIONHATH B 3(UPE WIH
pasmMemars B UHTEpHETE.

Wcnonp3oBaHue '"MUpPATCKOro" MpOrpaMMHOTO O0ECTEUYEHUS] MOXKET
NPUBECTH K MHOTUM PHUCKaM: OT MOTEPU AAHHBIX K TBOMM AakKKayHTam J0



OJIOKMPOBKH TBOEr0 YCTPOWCTBA, IJI€ YCTAHOBJICHA HEJErajabHas IporpaMmma.
He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETaldbHbIE M OECIIaTHBIC
POrpaMMbl, KOTOPBIE MOKHO HAWUTH B CETH.

O noprase CereBU40OK.pd
CereBHUOK.p( - TBOM IJIaBHBIN COBETUUK B CE€THU. 31E€Ch Thl MOYKEIb Y3HATh
0 0€30MacHOCTH B CETU TMOHATHBIM H JOCTYIHBIM SI3bIKOM, a IpH
BO3HUKHOBEHUN KPUTUYECKON CHUTYyallMd OOpaTUTHCS 3a COBETOM. A TakKXe
OPUHATH YYaCTHUE B KOHKYPCax U CTaTh CaMbIM LU(POBBIM IPAKIAHUHOM!



